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With the expansion of the era of communication and information technology, although
the real space has always been and is, the field of human activities in various social and
cultural, political, economic, etc. dimensions underwent changes. This means that virtual
space entered human interactions. The component of applying the sovereignty of
countries also underwent changes under the influence of cyberspace. In the present article,
using the descriptive-analytical method as well as library resources, the role and functions
of virtual space on the component of governance in the national and transnational (global)
arenas are examined and explained. The research results show that there are two attitudes
towards the concept of governance in cyber space. According to the first approach,
cyberspace is like a land that can be divided between governments, and the government
is the only authority that can exercise its legislative jurisdiction over cyberspace. And in
another approach, virtual space is considered as a common heritage of humanity, which

cannot be ruled by any government individually and exclusively.
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Introduction

The emergence of cyberspace as a new platform for human interactions has fundamentally
transformed the traditional concept of national sovereignty. This article examines in depth the
effects of cyberspace on the structure of nation-state sovereignty in the twenty-first century.
With the spread of digital technologies, the traditional boundaries of sovereignty, once limited
to physical territories, are now facing unprecedented challenges. The present study is based on
the hypothesis that cyberspace simultaneously acts as a factor that both strengthens and
weakens national sovereignty. On the one hand, this space has provided new tools for states to
exercise power, and on the other hand, by creating transnational spheres, it has questioned the
exclusive authority of states. This duality constitutes the main issue of this research.

In this regard, the article analyzes two conflicting perspectives: the first perspective that
considers cyberspace as an area that can be divided between states, and the second perspective
that considers it a transnational and common domain for all humanity. This theoretical
opposition forms the conceptual framework of the present study.

Method

This research was conducted by adopting a qualitative approach and using a descriptive-
analytical method. The required data were collected through a systematic study of library
resources, including reputable scientific articles, specialized books, international documents,
and official government reports. The data analysis method was based on qualitative and
comparative content analysis. First, key concepts related to governance in cyberspace were
extracted, then these concepts were interpreted within the framework of geopolitical theories
and international law. To increase the validity of the findings, the data triangulation technique
was used, which includes a simultaneous review of academic sources, legal documents, and
practical procedures of governments. The main limitation of this study is the rapid dynamics of
cyberspace and the constant changes in related policies, which necessitates the need for follow-
up studies in the future.

Results and Discussion
Governments exercise their sovereignty over cyberspace through three main channels:

Technical control: Technical control includes the management of critical infrastructure such
as servers, communication cables, and data centers. For example, advanced filtering systems in
China (the Golden Shield Project) are a clear example of this approach.

Legal regulation: Legal regulation involves enacting cybercrime laws and content
regulations. The Iranian Computer Crimes Law (approved in 2009) and the European Union
GDPR regulations are examples of this form of regulation.

Identity management: Identity is managed through the Internet Domain Name System (DNS)
and the allocation of IP addresses based on national borders.

Transnational challenges include the following:
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The issue of indivisible sovereignty: The networked and interconnected nature of the Internet
has made it difficult to enforce national laws. The Microsoft case regarding access to emails
stored on Irish servers is an example of these conflicts.

The role of transnational actors: With users all over the world, large technology companies
such as Google and Facebook have effectively become political actors that sometimes act in
conflict with the national sovereignty of governments.

Transnational cybercrime: Cyberattacks launched from the territory of one country against
another have created a complex issue in international law.

Models of global governance include the following:

Multi-stakeholder model: This model includes the participation of governments, the private
sector, and civil society in Internet management

Intergovernmental model: Some countries propose to transfer Internet management to
international institutions such as the ITU

Network governance model: This model involves the emergence of decentralized self-
governing institutions such as the World Wide Web Foundation

Conclusions

The findings of this study show that governance in the age of cyberspace needs to be redefined.
At the national level, governments should move towards developing indigenous technical
capabilities, adapting their legal systems to the characteristics of cyberspace, and adjusting their
policies based on a balance between security and digital freedoms. At the international level, it
seems necessary to create new multilateral governance mechanisms that ensure the interests of
all stakeholders. It is suggested that future studies examine the impact of emerging technologies
such as blockchain and artificial intelligence on the concept of governance.
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